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CJ1IW-ETN11 ETHERNET CONNECT FROM
INTERNET.

PURPOSE:
This document will show how to configure the settings on the CJ1W-ETNI11
Ethernet Module to connect remotely through a router or via the Internet.

REQUIRED EQUIPMENT:

1. CJIM-CPU11-ETN Omron CJ1 PLC

2. CJ1W-PA202 PLC power supply

3. Ethernet Cables Cat 5 Straight or Crossover

4. CS1W-CN226 Toolbus Serial Cable
REQUIRED SOFTWARE:

1. CX-PROG V5 Omron PLC Programming Software
DISK:

CJ1W-ETNI11 connect remote.doc  The file you are reading.

CJ1M_Ethernet.cxp CX-Programmer PLC program file

CJ1M_Ethernet.opt CX-Programmer opt file
HELPFUL MANUALS:

W343 — CS/CJ Series Ethernet Unit Operation Manual
W393 — CJ1 Operation Manual
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INSTRUCTIONS:

The first thing the user must do is setup the Ethernet card, CJIW-ETN11. The CJ1W-
ETN11 is Omron’s 10 base T Ethernet card; the CJIW-ETN21 is the 100 base T Ethernet card.
Setup applies to both; the only difference is how quickly the card can pass data. The user must
set a proper UNIT NUMBER. In our example, we are unit number 0. The users must also set up a
valid NODE NUMBER. In our example we set the node number to be 59 on the rotary switches.

This number is in hexadecimal. The user must convert that number to decimal (89).

Slider
Maount to other Units.

/ Indicators

e / Display the operating status of the Unit.
“.'5” EEIE EID} AL _,,..-"__rl

Unit Number Switch

| "

AR TNIT Used to set the Ethernet Unit's unit number in one
% M. digit hexadecimal.

airey, NODE]
RE'
Node Number Switches
_ Used to set the Ethernet Unit's FINS node number
LES AL in two digits hexadecimal.
'] ETHERHET

Ethernet Connector
Used to connect the Ethernet twisted-pair cable.

T
o

S DIN Track Mounting Pin
Used when mounting the Unit to a DIN track.

Slider
Mount to other Units.
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Connector Signal name Abbr. Signal
pin direction
1 Transmission data + TD+ Qutput
2 Transmission data — TD- Qutput
3 Reception data + RD+ Input
4 Mot used.
5 Mot used.
6 Reception data — RD- Input
7 Mot used.
8 Mot used.

This is the Ethernet socket pin out.

Examples Used IP Addresses

10.0.089 Ethernet PLC
10.0.0.43 LAN Gateway
66.178.233.41 Routers mapped IP to Ethernet PLC

207.166.222.153 Outside PC

Ok, first lets review what users are trying to do here. The user has an Ethernet module on
the PLC. The user has a private network. This network sits behind a router. (See picture below)
If the user is not familiar with a router go here, http://www.webopedia.com/TERM/r/router.html

This is a typical Router.
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Also the user has a switch in line with the router. If the user is not familiar with a switch
go here, http://www.webopedia.com/TERM/s/switch.html

This is a typical Switch

So the user has a PLC tied to a Switch and sitting behind a Router, and the user is
somewhere completely different but has a PC and an Internet connection. The user can
“remotely” log into that PLC by following these instructions. This can be useful because now the
programmer or tech person has no need to travel to that specific site and can sit in the users office
and remotely program!

The user must open CX-Programmer and start a program up for the CJ1 PLC. This must
be done at the PLC’s site. The user must double click on the PLC type and configure the type as
Ethernet and click on the Driver tab.

Metwork Settings [Ethernet] E

Metwark. | Ciriver I

—FINS Source Bddress
Mistimark: |E 3: [dde ||:| _|::' [T |I'_I _l;

—FINS Destination Address
Metwork: |':| 3: Maode: |Ij 3: [Fr: |':' _%
—Frame Length————— ~ Rezponze Timeout (]
|2DDD 3: |2 3:

= HigatLirk Lirit:N urmter r— Metwnrk Dperating Level

IEI _l: = # |

Ok I Cancel | Help
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Once the user is in the driver tab, the user must assign the IP Address. The user then can
say OK, and close out of this section.

The IP Address is 0A.00.00.59 in hex.

This converts to 10.0.0.89 in decimal.

Metwork Settings [Ethernet] I

Metwork, Ciriver |

—YWworkstation Mode Mumber

15 = v tuto-detect
— P Address i Port Murnber —
| 18 A S laann
[
L

0k, I Cance| Help
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Once the user has done this and connected to the PLC, the user must place the PLC in

PROGRAM MODE. (See Picture Below)

s

= % Ethertiet_cjlm
g C,l:lan;:

..... E; 5':f"mtll:l
..... ﬁ-ﬂ I Tak E ln:er[- Frngrzm

~[Ga] Setting
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_____ = pomon 2 Week On

~[i2 Error &1 Work Online Simulator

2 IJL“"_

2 o Stypm
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T ) Compile All PLC Programs %% Run
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B2 Copy
E E.:r-l:e
De!el‘c
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The user must then double click on the IO TABLE to pop open the PLC 10 TABLE. The
user the can right click on the Ethernet module, and go to unit setup.

T{PLEC IO Table - NewPLC1
File Dptiuns H'EIF‘

@ eTam-cruil
=-dg [0000] Main Rack

BPt UHH.'

ol & 5l 1[IZ|IZ|E|] 15p1: :

| EaE o o0z [oo01] Empt: CS/C) spt Unie ¢
..... $1 03 [0001] Ermpt: 16pt {|nit :
..... s 04 [0001] Ermpt- 32pt {nit r
..... 05 [0001] Efpt:
..... : DﬁEDDDl% EmEt- ARpr Ll :

8 07 [0001] Empt: S4PE Unit
..... sl 08 [0001] Empt: #ept Llnit
----- ¥ 05 [0001] Empt qzapt Unit
gq. [0001] Rack 01 C.5/C) CP SIO Unit

+ gy [0001] Rack 02 CS/C1SIO Unit

CzooH High Speed Counter Unit (C)
C2ooH Mumerical (Contral Clnit (M)
CrooH SIO L Croob ASCIH Lleit (A)
SYSMAC BLS Macter -
Intercupt {Init (8 Boit)

Interrupt {Init (15 Tait)

PC Link {lnit | K401

-

B, R,

Su'l:l:w.: e 5w itches

{lnit M:rl :uring information
{Init ErrorlLog

Cxoald] SI0OL Setap

Het Swap

Delt‘l‘e
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After the user right clicks on Unit Setup this screen below will pop up. This screen is
where everything is configured in the Ethernet Card. First of the user should set up the IP address
and the Sub-net Mask. Before the user fills everything in the user should set vague IP address up
and try to PING the Ethernet card. (See Below the Picture for information on PING)

Ethernet Unit CPU Bus Unit

Fil_e Dptiun: Help

Setup | FINS/TCP | ONS | SMTP| POP | Mail Address | SendMail| Recsive Mail | Auto Adiust Time |

—Broadcast———— ~ FINSAUDF Fort —FINS/TCF Fort
¥ Al [4.3B50) % Diefault [9600) % Diefault [9600)
L " Al0[4.2B50) " User defined " User defined

I|:| II:I

—IF Addreszs——— ~ Conversion—————  Baud Rate ~ TCPAP keep-alive————

| 0.0 .0 .83 || Aute[dynamic) (¥ Auta ID mir. [0: default [120]
E-T

" Auto [Static) " 10BAS
— Sub-riet Mazk ' Combined

|255. B B o0 " |P address table

~FTP

Login |
F'asswu:urdl
Fart Mo I|:|

[0 default [21]]

—IF Router T able

U7 TR,

[CHM-CPULL  [Program

3-12-2 PING Command

The PING command checks communications with another node by sending
an echo back request packet and receiving a response packet. Use the PING
command as required to check communications. Using the PING command
between nodes that support the PING command makes it possible to check
whether internode communications are normal.

For details on using the PING command, refer to 9-2 PING Command.
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The user needs to go into the IP Router Table and insert the users remote IP address

Setup | FINS/TCP | DNS | SMTP| POP | Mall Address| Send Mail | Receive Mail | Auta Adjust Time
~ Broadeast ~ FINSAUDP FPort —FINSATCP Port

% Al [43B5D) " [Diefault (9600) " [Diefault (9600)

" All0[4.2850) £~ Uszer defined £~ Uszer defined

IEI I[J

— P Address — Conversion ~Baud Rate TCRAR kesp-alive

| 0.0 .0 .83 1 Ayt [dynamic) (+ Auto ﬁn mire [0 default [120)]

o [Static) " 10BASE-T

— Sub-ret Mazk {* Combined

|255. B il " |P address table
~FTF - IP Address Table ——— - IP Router Table

Login I 001 207166222153 | Inzert Routers IP Address

F'asswu:urdl il

Fosiee] L] [ r——— [ 207 . 166 . 222 . 159

[0: default [21]]

.43

%
Cancel |

Fouter'z IF Address I m . 0,0

If the user sets up a vague IP Address, with our given example, into the IP Router Table the user
should be able to Ping the module. The user must also TRANSFER TO THE PLC, the changes
the user just made.

In the IP Router Table:
IP Network Address 207.0.0.0
Router’s IP Address 10.0.0.43
With a Sub-net mask 255.0.0.0
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3-11 Creating an IP Router Table

Note

Connecting and Using a
Programming Device for
the PC

An IP router fable is a table of correspondences between IP router IP
addresses and the network numbers of segments relayed by the IP router. If
the Ethernet network is configured of multiple segments, an IP router table
must be registered for communications between the segments. (For details on
segments and connecting nodes, refer to 1-2-2 Node Connections.)

If the Ethernet network has the minimal configuration of just one segment,
there is no need to create an IP router table. In that case, proceed to 3-12
Checking Communications.

1. An IP router table needs to be created only when the IP address table
method or the combined method is used for address conversion.

2. With CJ-series Ethernet Units, itis possible to register one default IP router
(the IP router selected when the applicable network number is not regis-
tered).

The IP router table must be created using the Unit settings on a CX-Program-
mer connected to the PC. It cannot be created using a Programming Console.
For details on how to connect and use a CX-Programmer, refer to the CX-Pro-
grammer User's Manual.

The user at this point should be able to ping from outside the private network into the

private network. Once the user can PING pass the Router, then the user is well on the way to
setting this up.

The user then needs to go back to the PLC and set up a few more items. The user will

need to fill in the COMPLETE IP address in the IP Router Table.

The IP NETWORK ADDRESS should be the IP address of the machine that sits outside

the private network or LAN.

The ROUTERS IP ADDRESS should be the IP address of the “gateway” inside the

private network or LAN.

(See Picture Below)
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Setup | FINS/TCP | DNS | SMTP| POP | Mall Address| Send Mail | Receive Mail | Auta Adjust Time

IU riry [0 default [120]]

" TCPAR keep-alive

Insert Routers IF Address

— Broadeast ~ FINS/UDP Port —FINSATCR Port
f* Al [4.3B5D % Default (9600) % Default (9600)
" Al0[4.2B50) £~ Uszer defined £~ Uszer defined

IEI I[J

— P Address — Corversion ~Baud Rate

I 1 O -1 - [-':I_l,ln_amir::] & Auta
" Auto [Static] " 10BASE-T

— Sub-ret Mazk = Combined
| 25500 D 0 " |P address table

LR - IP Address Table ——— - IP Router Table
Login I

|

F'asswu:urdl _nsl

Fort Mo ||:| Dell
[0: default (21])

Router'

IP Metwark &ddress | 207 . 166 . 222 | 153

z [P Address | 10

o .o 43
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Once the user has all this information entered in the proper spot, the user needs to place
an IP address into the IP Address Table. The user must place the IP address of the PC that sits
outside the LAN into the table and assign the IP address a node number. In our example we used
Node Number 1. This is completely different than the Node Number set on the face of the
Ethernet card and has nothing to do with it.

3-10 Creating an IP Address Table

An |P address table is a table of correspondences between node numbers
and IP addresses, and it is used for finding IP addresses from FINS node
numbers. It is necessary to register an IP address table when using the IP
address table method as the method for address conversion. (For details
regarding preliminary procedures, refer to 3-1 Before Operation.)

An IP address table does not necessarily need to be registered in order to use
the combined method for address conversion. If none is registered, however,
the automatic address generation method will always be used.

If the automatic address generation method is to be used exclusively, then
there is no need to register an |P address table. In that case, proceed to 3-71
Creating an IP Router Table.

Connecting and Using a The IP address table must be created using the Unit settings on a CX-Pro-
Programming Device for grammer connected to the PC. It cannot be created using a Programming
the PC Console. For details on how to connect and use a CX-Programmer, refer to

the CX-Programmer User's Manual.

Note An IP address table can also be registered using the FINS command IP
ADDRESS TABLE WRITE. For details, refer to [P ADDRESS TABLE WRITE
on page 237.
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File Dptiuns

Help

Setup | FINS/TCP | DNS | SMTP| POP | Mail Address | Send Mail| Receive Mail | Auto Adiust Time |

’VID rmin. [0 defaulk [120]]

TCRAR keep-alve

[z

0

— Broadcast —FINSAUDF Port = FIMSATCF Port
v Al (43650 ¥ Diefault (9600] ¥ Diefault (9600]
" al0[4.2e50) " User defined " User defined
IEI IEI
— P Addresz — Corverzion —Baud Rate
At [Shatic) " 10BASE-T
— Sub-net Maszk o e
|255. 0. & .0 " IP address table
—FTP |~ IP Address Table————— — IP Router Table
Login | Imert P addres |
F'asswnrdl
Port Mo ID— Made Hurnber |‘I 3: %
g st ] PAddess | 207 . 186 . 222 154

Prograrn
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The user must also set the IP Conversion to be COMBINED.

" Aute [dynamic)
7 dute [Static]
l =" Combined

l Corverzion

& acl,:-;ess table

After the user has everything set up correctly the user has to once again transfer the data
to the PLC. This all has to be done at the PLC’s site. Once the new data is in the PLC, the user
can Verify. If the Verification is ok, the user is done at the PLC’s Site.

A, - [>1|
Filt Dptinns H’EIP

Setup | k ! deress I Send Mail I Receive Mail I At Aduzt Time
Tr.: =r 'l:rnm
—Bro FLC —FINS/TCP Part
)| [ Weriby ' Default (3600]
£ Feset {]nit " User defined
II_'I
C,l'l.:ng: Etl’lcrnct {Init Mod=
—|PAddrezs——  Converson— - Baud Rate—— —~ TCRAP keep-alive
[10.0.0.8% || € Autodynamic) & Auto ﬂn min. [ default (120]]
™ At [Static) i 10BASE-T
— Sub-net Mazk 0 Cerhiien
| iz oo Bl | " |P address table

e — P &ddreszz Table———— — I[P Router Table
Login I ]
I
F"asswu:un:ll ne
Port Mo ||:| Del Dell

[0 default T217]

| 7 1

[z

H

Transfer data ko PLC |CHM-CPULL  Program
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The user then needs to go to the remote site and take the same program or make a new
one that matches the setup for the PLC type. The user must set this up as Ethernet. Again the user
has to do to the Driver tab. The user must set 2 items up here.

The first is the Workstation Node Number as 1. This is because we set this up to be 1 in
the IP Address Table.

The second thing the user must do is to place the IP Address of the Router into the IP
address section.

Now the user should connect right up and can do an UPLOAD to get the current program
in the PLC.

Metwork Settings [Ethermnet] I

Metwaork  Diriver |

—wharkstation Node Mumber

I'I 5: [T Auto-detect

—|P &ddress Port Mumber—

| BE . 178 . 233 . 4 !asnn

0k, I Cancel Help
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